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Detecting third-party libraries (TPLs) in C/C++ binaries is essential for software supply chain security,
enabling vulnerability identification and license compliance. Existing methods predominantly rely on similarity
matching: extracting features from binaries and comparing them against library databases. However, similarity
scores alone cannot reliably determine library presence. Low similarity causes false negatives when matchable
features are limited. More critically, high similarity does not guarantee accuracy: libraries often share features
through shared dependencies, forks, or similar functionality, causing multiple candidates to match even when
only one is present. These issues suggest that similarity matching is effective for narrowing candidates but
insufficient as the final decision mechanism. Rather than relying solely on similarity scores, reliable detection
requires multi-source evidence to verify each candidate.

To this end, we propose BLADE, which reframes TPL detection as evidence-based candidate verification.
Instead of relying on similarity scores to make final decisions, BLADE retrieves candidates broadly to mitigate
false negatives, and then collects evidence from multiple sources, which an LLM analyzes through structured
verification workflows to filter false positives: first confirming candidates with clear identity markers, then
systematically checking remaining candidates against common false positive patterns. To evaluate BLADE,
we build the largest C/C++ binary TPL benchmark to date, comprising 3,403 binaries and 1,016 libraries.
Results show that BLADE achieves 97.60% precision and 93.74% recall (F1: 95.63%), improving F1-score by 41.83
percentage points over the best baseline. The average cost is $0.0378 per binary. BLADE has been deployed in
a commercial software composition analysis product, demonstrating practical feasibility at scale.
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1 Introduction

Modern software development relies heavily on open-source third-party libraries (TPLs), which
accelerate development but also introduce supply chain security risks. High-profile incidents such as
the 2020 SolarWinds attack, which compromised over 18,000 organizations [2], have demonstrated
the potential impact of TPL vulnerabilities. In response, both the United States and European
governments now require software vendors to disclose the TPLs used in their products [7, 19].
Accurately identifying TPLs in software has therefore become essential for supply chain security.

Among all language ecosystems, C/C++ presents unique challenges for this task. C/C++ underpin
critical systems such as operating systems and infrastructure software, yet they lack standardized
package management, making library usage far less transparent than in modern languages. De-
velopers integrate libraries through various mechanisms (e.g., static linking, dynamic linking, or
direct source inclusion), which complicates identification. Moreover, most real-world software is
distributed only in binary form without source code access [30]. These factors make binary-level
TPL detection for C/C++ both essential and difficult.

Existing methods for binary TPL detection follow a common paradigm: they extract features
from known libraries to build a database, compare target binaries against this database, compute
how similar each binary is to each library, and report libraries whose similarity scores exceed a
threshold. Features have evolved from simple string literals and function names [12, 43], to structural
features such as control-flow graphs and function-call graphs [28, 29], and more recently to neural
embeddings that compare decompiled pseudo-code with source functions [14]. Throughout this
evolution, the underlying approach remains the same: all these methods determine library presence
by measuring how similar a binary is to known libraries.

While similarity-based approaches can retrieve potential matches, similarity scores cannot
serve as reliable evidence for determining whether a library is actually present. On one hand, low
similarity may cause false negatives: similarity scores depend on the number of matchable features
between a binary and a library, but many factors limit feature availability, such as libraries with
limited code, partial usage of library functionality, or symbol stripping during compilation. When
too few features match, similarity falls below the preset detection threshold (the minimum score
required to report a match), causing present libraries to be missed. More critically, high similarity
does not guarantee accuracy: high similarity means many features matched, but these features may
not be unique to a single library. Libraries often share features through common dependencies (e.g.,
both tar and cpio include gnulib), fork relationships (e.g., OpenSSL and BoringSSL), or similar
functionality. When multiple libraries share the same features, a binary shows high similarity with
all of them, and if all exceed the threshold, false positives result. The fundamental issue is that
similarity-based methods aggregate all matches into a single score, treating every match as an
equal vote while discarding the information each match carries: what matched (an identity marker
or a generic string), where it matched (core code or a vendored subdirectory), and how candidates
relate to each other (independent libraries or forks sharing code). Therefore, reliable detection
requires deeper analysis beyond similarity scores alone, such as collecting evidence from multiple
sources and verifying each candidate against this evidence.

This analysis requires collecting comprehensive evidence, including identity markers in binaries
(e.g., copyright notices), repository structures of libraries, detailed matching patterns between
libraries and binaries, and comparisons among all candidate libraries, then making judgments based
on understanding this evidence. However, this type of analysis is difficult to cover comprehensively
with handcrafted rules, and manual analysis cannot scale due to cost. What we need is an approach
that can both understand diverse evidence and execute automatically. Large language models
(LLMs) have the capabilities to perform such analysis, making them a promising solution. However,
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Fig. 1. Shared dependency causes false positive. Fig. 2. Sparse features cause false negative.

LLMs cannot reliably solve this problem end-to-end; they require careful problem decomposition,
structured evidence, and rule-guided workflows to work effectively.

In this paper, we propose BLADE (Binary Library Analysis and Detection Engine), which reframes
binary TPL detection as evidence-based candidate verification. Instead of relying on similarity
scores for final decisions, BLADE uses feature matching as a means to narrow the analysis scope:
the first stage retrieves candidates broadly to mitigate false negatives, and the second stage analyzes
multi-source evidence to filter false positives. Specifically, the first stage extracts strings and symbols
from the binary as matching features, compares them against a pre-built library feature database,
and selects the top-N matching libraries as candidates. The second stage collects evidence from four
sources: binary-side information, library repository metadata, binary-library matching analysis,
and cross-candidate comparison. An LLM then serves as the analysis executor, following structured
verification workflows. The output includes detected libraries along with the evidence and analysis
process supporting each decision.

To evaluate BLADE, we constructed the largest C/C++ binary TPL detection benchmark to
date, comprising 3,403 binaries generated under diverse compilation configurations (gcc/clang,
x86_64/arm, stripped symbols), covering 1,016 TPLs and 3,771 reuse relations, which is more than
10x larger than datasets used in prior work [12, 14, 15, 29, 43]. Experimental results show that
BLADE achieves 97.60% precision, 93.74% recall, and an F1-score of 95.63%, improving F1-score
from 53.80% to 95.63% over the best baseline. The average processing cost is only 0.64 seconds
and $0.0378 per binary, demonstrating practical feasibility for large-scale deployment. BLADE has
been integrated into a commercial software composition analysis (SCA) product for compliance
checking in industrial settings. In summary, this paper makes the following contributions:

e Problem analysis and approach. We analyze why similarity-based detection produces false
positives, identifying systematic causes rooted in how libraries share, reuse, and evolve code.
Based on this analysis, we reframe TPL detection as evidence-based candidate verification.

e Framework and implementation. We design and implement BLADE, an evidence-based
detection framework. The retrieval stage prioritizes recall through broad candidate selection.
The verification stage collects targeted evidence and uses an LLM guided by structured analysis
to filter false positives. BLADE is released as open source to support reproducibility.

e Comprehensive evaluation. We construct the largest C/C++ binary TPL detection dataset to
date (3,403 binaries, 1,016 libraries). BLADE achieves 95.63% F1-score, outperforming the best
baseline by 41.83 points. The dataset is also publicly available to facilitate future research.

2 Motivation
2.1 Motivation Examples

We present two examples that illustrate the limitations of similarity-based matching approaches.
Example 1: False positives from shared dependencies. As shown in Figure 1, tar and cpio
are both GNU archiving tools that depend on gnulib, a collection of common utility modules.
When analyzing a tar binary, similarity-based tools [14, 43] report cpio as a false positive because
both projects share gnulib code, leading to overlapping string features. However, by analyzing the
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Fig. 3. Five categories of false positives in similarity-based detection.

distribution of matched features, we can observe that matches for tar cover the entire repository
and include identity-revealing strings such as “GNU tar”, while matches for cpio are limited to
the gnulib subdirectory. This pattern indicates shared dependencies rather than actual cpio code,
allowing us to confirm tar while rejecting cpio.

Example 2: False negatives from sparse features. As shown in Figure 2, 1ibuuid.s0.1.0.0
is a binary from the util-linux package, responsible for generating and parsing UUIDs. The
file is small (approximately 25 KB) and contains limited string literals (fewer than 100), causing
similarity-based tools to miss it due to low similarity scores. However, by examining the exported
symbols, we find that uuid_generate, uuid_parse, and uuid_unparse form a consistent pattern
that corresponds exactly to the libuuid APIL This evidence confirms the library’s presence despite
the limited feature count.

These examples illustrate a key insight: similarity scores alone cannot reliably determine library
presence. In Example 1, high similarity leads to a false positive; in Example 2, low similarity leads to
a false negative. Reliable detection requires understanding the root causes of such errors, collecting
targeted evidence, and applying appropriate analysis strategies to reach sound conclusions.

2.2 Practical Observations

The examples above hint at recurring patterns. To systematically understand the root causes of
detection failures, we analyzed results from deploying TPL detection in industrial settings. We
applied three mature detection tools (two mainstream commercial SCA products, anonymized per
vendor request, and BinaryAI [14]) to analyze 10 software systems from automotive and mobile
domains (totaling 5.97 GB across 32,162 binary files), including in-vehicle infotainment platforms
and mobile operating systems. Working with domain engineers, we verified detection results by
focusing on cases with clear ground truth (e.g., binaries containing explicit license information
of reused libraries) that were still missed or incorrectly reported, as well as cases where different
tools produced inconsistent results. We summarize two key observations below.

Observation 1: Missed libraries are often matchable. We observed that missed libraries are
often retrievable during the matching phase but filtered out due to insufficient similarity scores.
To quantify this, we examined around 200 false negative cases: using string and symbol features
against the feature database of one commercial tool, when candidates were ranked by string match
count alone, the correct library appeared in top-1 for 55%, top-5 for 84%, and top-10 for 90%. This
suggests that feature matching itself has sufficient recall. The challenge is not finding matches, but
filtering true positives from the candidates that emerge when thresholds are relaxed.

Observation 2: False positives stem from identifiable causes. We observed that false
positives, despite their varied manifestations, arise from a limited set of root causes. To characterize
these patterns, we analyzed around 200 false positive cases from the three tools. They fall into
two broad groups: relationship-based false positives, where the binary and candidate are genuinely
related but the library is not embedded, and coincidental overlap, where features match by chance.
Within each group, we identified distinct mechanisms, yielding five categories in total. Figure 3
illustrates this taxonomy, and we describe each category below.
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Fig. 4. Overview of BLADE: a two-stage architecture with candidate retrieval and evidence-based verification.

Group 1: Relationship-based false positives involve a genuine relationship between the binary

and the reported library, but the library is not actually embedded. We identify three such patterns:

e C1 (Dynamic Linking): The candidate is linked as an external dynamic library. Its symbols
appear in the binary’s import table, but the actual code is in a separate . so file. For example,
a binary dynamically linking 1ibssl.so contains imported symbols like SSL_connect but no
OpenSSL code. Imported symbols should not be used as matching features.

e C2 (Shared Dependencies): The binary and the candidate both statically embed the same
third-party code. For instance, tar and cpio both include gnulib, so analyzing a tar binary
incorrectly matches cpio, but these matches come from gnulib rather than cpio’s own code.

e C3 (Evolutionary Relationships): Candidates share code ancestry through forks, platform
variants, or project families. For example, OpenSSL has forked into BoringSSL and LibreSSL; the
COIN-OR suite contains related modules (coin-cgl, coin-cbc) that share infrastructure code.

Group 2: Coincidental overlap involves no actual relationship; features happen to match by

coincidence. We identify two such patterns:

o C4 (Generic Features): Matches consist only of ubiquitous elements such as ELF section names
(. text, .data), libc functions (malloc, memcpy), or common strings (“error”, “default”).

e C5 (Similar Functionality): Independent libraries implementing the same standard or protocol
have overlapping features without shared code. For example, OpenSSL and mbedTLS both
implement TLS, leading to similar API names and shared protocol constants.

These categories suggest that false positives are not random noise but follow predictable patterns,

making them amenable to targeted identification and filtering. Combined with Observation 1, which

showed that correct libraries are often retrievable but lost to threshold filtering, these findings
motivated our two-stage approach: @ retrieve candidates broadly to address false negatives, then

@ apply targeted verification strategies to filter false positives from each category.

3 Approach
3.1 Overview

Based on the observations in Section 2.2, we design BLADE with a two-stage architecture: broad
candidate retrieval followed by evidence-based verification. Figure 4 presents the overall workflow.
Given a target binary, BLADE outputs the detected libraries along with supporting evidence. The
first stage (Section 3.2) retrieves candidate libraries through feature matching, prioritizing recall.
We extract string literals and function symbols from the binary and match them against a pre-
built library feature database, selecting the top-n most similar libraries as candidates. During
matching, we exclude imported symbols (mitigating C1: dynamic linking) and overly common
features (mitigating C4: generic features) to reduce false positives at this early stage. The second
stage (Section 3.3) verifies candidates and filters false positives across all five categories. We first
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collect evidence from four sources: identity markers, library metadata, feature distribution patterns,
and candidate overlaps. An LLM then analyzes this evidence through a two-step verification process:
(1) directly confirming candidates with clear identity markers, and (2) checking each candidate
against all five false positive patterns and filtering those that match. Candidates passing all checks
are confirmed as final results.

3.2 Candidate Retrieval

This stage retrieves candidate libraries by matching features extracted from the target binary
against a pre-built library database. Prior approaches set empirical thresholds to balance precision
and recall, but this trade-off inevitably misses true positives while still admitting false positives.
We instead prioritize recall at this stage and delegate precision to the verification stage, which
can analyze relationships between libraries (e.g., forks, shared dependencies) that similarity scores
cannot capture. Meanwhile, we mitigate false positives from C1 (imported symbols) and C4 (generic
features) at this stage by filtering features before matching.

3.2.1 Feature Selection and Extraction. We select string literals and function names as matching
features. These features are stable across different compilation configurations, remain available in
stripped binaries, and have been widely adopted by prior tools [10, 12, 28, 43].

Library-side. We download open-source library repositories and use tree-sitter [31], a
code parsing tool, to parse C/C++ source files and extract string literals and function names. For
each repository, we iterate through version tags to extract features from multiple versions. The
extracted data are stored in a PostgreSQL database with inverted index tables for efficient querying.
Additionally, we compute feature frequency statistics across the database, recording how many
libraries contain each feature. This frequency information enables filtering of overly common
features during matching (mitigating C4) and provides evidence for identifying generic matches
during verification. This extraction is performed offline as a preprocessing step.

Binary-side. For a target binary, we use the strings utility to extract printable string literals. We
use lief [22], a binary parsing library, to parse the binary and extract symbol tables, distinguishing
exported symbols (functions defined in the binary) from imported symbols (external references).
For C++ binaries, symbol names are mangled by the compiler; we apply demangling using c++filt
to recover the original function names for matching.

3.2.2 Feature Matching. The matching consists of three steps: (1) filter features before matching,
(2) perform exact matching against the library database, and (3) rank and select top-n candidates.

Feature filtering. We exclude two types of features before matching. First, we exclude imported
symbols from symbol matching. Imported symbols are references to external functions loaded
at runtime from shared libraries, not functions compiled into the binary. Matching on imported
symbols would incorrectly suggest that the referenced library is compiled into the binary when it
is actually dynamically linked (C1). Second, we exclude common features that appear in more than
N libraries (e.g., N=100), such as the string “error” or the function name init(). Matches on such
features reflect coincidental overlap rather than systematic code sharing (C4).

Matching. We perform exact matching between the filtered binary features and the library
feature database. We run string matching and symbol matching separately: binary strings are
matched against library strings, and exported symbols are matched against library function names.
Each candidate must match at least K features (e.g., K=4) to be considered; this threshold ensures
that matches reflect meaningful code sharing rather than coincidental overlap.

Ranking and selection. For each matching type (string and symbol), candidates are ranked by
the number of matched features. If two candidates have the same count, we prefer the one where
matched features make up a larger portion of its total features. After ranking both lists, we merge
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Fig. 5. LLM-based verification with evidence collection and two-step verification.

them using round-robin (alternately picking from each list and skipping duplicates). The threshold
n is set high (e.g., n = 10) to prioritize recall: including extra candidates incurs only modest cost in
verification, while missing a true positive is unrecoverable.

3.3 Candidate Verification

This stage identifies and excludes false positives among the candidates selected in the retrieval stage,
particularly the five patterns identified in Section 2. Feature matching alone cannot distinguish
the remaining candidates: all have matched features, and similarity scores cannot tell us whether
two libraries are forks or whether matches concentrated in a subdirectory indicate vendored code.
While LLMs possess such analysis capabilities, directly asking an LLM whether a binary uses a
specific library would force it to rely on pre-trained knowledge and guesswork. To make verification
reliable, we collect concrete evidence from multiple sources and guide the LLM through structured
checks against the five false positive categories.

As shown in Figure 5, the verification stage consists of three parts. First, we collect evidence from
four sources (Section 3.3.1): identity markers, library metadata, match distribution, and candidate
comparison, providing the foundation for subsequent analysis. Second, we design a two-step
verification logic (Section 3.3.2): (1) directly confirming candidates via identity markers, and (2)
checking each candidate against all five false positive categories and excluding those that match.
Finally, we encode the verification logic into a structured LLM prompt for execution (Section 3.3.3).

3.3.1 Evidence Collection. While the retrieval stage uses features (strings and symbols) simply for
matching and counting, the verification stage requires evidence, which is interpretable information
that supports decision-making. To provide the concrete evidence needed for verification, we
collect evidence from four complementary sources: @ Library metadata describes each candidate’s
identity, functionality, and relationships such as known forks, helping distinguish evolutionary
variants (C3). @ Identity markers extracted from the binary reveal library presence through version
strings, copyright notices, or characteristic function names, enabling direct confirmation. ® Match
distribution measures how matched features distribute across each library’s source tree, detecting
concentrated matches that indicate shared dependencies (C2). @ Candidate comparison computes
feature overlap and unique markers between candidates, distinguishing functionally similar libraries
(C3, C5). Library metadata is pre-collected offline during database construction; the other three are
computed at runtime for each binary.

Pre-collected evidence. (1) Library metadata describes each candidate library’s identity and
functionality (e.g., distinguishing OpenSSL from its fork BoringSSL). It includes project information
(name, vendor, description, license), source directory structure, and functional summaries (known
forks, related components, declared dependencies), as summarized in Table 1 (left). We collect
this metadata from multiple sources: the GitHub API provides project information; tree-sitter
parses directory structures; and an LLM extracts functional descriptions from READMEs and build
configurations. The LLM summaries are grounded in actual repository content. This metadata is
pre-collected offline during database construction.
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Table 1. Library metadata by extraction tool (left) and identity markers by compilation stage (right).

Tool Info Example Stage Type Example
GitHub API Name, vendor  openssl/openssl Source Log messages "TLS handshake failed"
Description “TLS/SSL toolkit...” Function names SSL_CTX_new
License Apache-2.0 Build Copyright "Copyright OpenSSL"
tree-sitter  Directories src/, crypto/ Version strings "OpensSSL 1.1.1k"
LLM Summary “cryptography library Compiler  Debug paths /ssl/ssl_lib.c
for SSL/TLS..” Namespaces google: :protobuf
Dependencies  zlib, perl . .
Forks BoringSSL, LibreSSL Linker Exported symbols  EVP_EncryptInit
Components  libssl, libcrypto Package  File metadata libssl.so.1.1

|-rmt/

tar (True Positive)

cpio (False Positive)

Distributed: 692 matches Concentrated: 156 matches
|-src/ 280 (40%) |-gnulib/ 148 (95%)
|-1ib/ 195 (28%) |-src/ 4 (3%)
|-gnu/ 120 (17%) |-1ib/ 2 (1%)

62 (9%) | -headers/ 1 (%)

Fig. 6. Match distribution for a tar binary across two candidates.

Runtime evidence. (2) Identity markers are human-readable text embedded in binaries that
reveal library identity. This evidence can directly confirm a candidate’s presence through: @ explicit
markers such as version strings, copyright notices, and license text, which developers preserve
for legal compliance or version tracking; and @ implicit markers where library names appear in
function prefixes or log messages, which developers embed for namespace isolation or debugging.
We extract raw strings using the strings utility, then classify them into semantic categories
using regular expressions (e.g., Copyright.*\d{4} — copyright notices), apply deduplication and
noise filtering, and aggregate similar items into summaries (e.g., 300 functions with SSL_x* prefix
— “300 SSL_x* functions”). Table 1 (right) lists evidence types by their origin in the compilation
pipeline. Aggregation preserves semantic content while reducing token count for efficient LLM
processing. Additionally, we extract the DT_NEEDED entries (the ELF field that records dynamic

library dependencies) from the binary; this enables detection of dynamically linked libraries (C1).

(3) Match distribution measures how matched features are spatially distributed across a
candidate library’s source tree. This evidence reveals whether matches come from core library
code or vendored dependencies: a skewed distribution (e.g., >90% in one directory) signals shared
dependency artifacts rather than genuine library inclusion. For each candidate L with matched
features Fy, we retrieve each feature’s file location from the database and compute the proportion
in each top-level directory d:

{f € FL:d(f) =d}|
|FL|

dist(L,d) = )
Figure 6 illustrates this with a tar binary: matches for the true positive tar distribute across
directories (e.g., src/: 40%, 1ib/: 28%), while matches for the false positive cpio concentrate in
one vendored directory (e.g., gnulib/: 95%).

(4) Candidate comparison analyzes relationships between candidate libraries to identify
competing alternatives. We compute two metrics: @ Feature overlap quantifies shared features
between candidates. For candidates L; and L; with matched feature sets F; and F;, we compute:

|Fi N Fj|

overlap(Li ) = Lo R

@
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High overlap (e.g., >50%) signals that only one is likely present. @ Unique features extracts
distinguishing markers for each candidate: U; = F; \ (J;4; F;. For example, OpenSSL and BoringSSL
may share 70% of features due to their fork relationship, but each retains unique markers (e.g.,
“OpenSSL 1.1.1k” vs BORINGSSL_* symbols) that enable disambiguation.

3.3.2 Category-Guided Verification. After collecting evidence, we verify each candidate through
two steps: Step 1 confirms candidates via identity markers; Step 2 checks the remaining candidates
against all five false positive categories, excluding those that match and accepting the rest. Step 1:
Direct recognition. This step confirms candidates that have clear identity markers in the binary.
Specifically: @ we use regular expressions to search for each candidate’s name in the identity
markers extracted in Section 3.3.1; @ for each match, the LLM determines whether it constitutes a
genuine identity marker (e.g., version string “OpenSSL 1.1.1k”, copyright notice, or function prefix
ikcp_* for kcp) or a coincidental occurrence. Confirmed candidates are accepted immediately;
others proceed to Step 2.

Step 2: False positive filtering. Based on the four types of evidence collected, we apply different
strategies for the five false positive categories. C1, C2, and C4 can be judged independently for each
candidate; C3 and C5 require comparative analysis among candidates with overlapping features.
Below we describe each category.

« C1 (Dynamic Linking). Binary files contain dynamic linking information (ELF’s DT_NEEDED,
PE’s Import Table, Mach-O’s LC_LOAD_DYLIB) that records external dynamic libraries required at
runtime, providing reliable evidence for identifying dynamic linking dependencies. When building
our library database, we also extract the shared library filenames that each library may produce
(e.g., OpenSSL corresponds to libssl.so and libcrypto.so). Therefore, when a candidate’s
corresponding dynamic library file appears in this list, it indicates an external dependency rather
than embedded code, and should be excluded.

» C2 (Shared Dependencies). The C/C++ ecosystem lacks a unified package manager, so develop-
ers typically introduce third-party dependencies by copying source code. However, for engineering
management purposes, such external code is often placed in designated directories with recog-
nizable naming patterns, commonly third_party/, vendor/, external/, or directories named
after the dependency library (e.g., gnulib/, z1ib/). Based on this pattern, we analyze the directory
distribution of matched features within each candidate’s source code: if matches concentrate in
such directories, it indicates the binary contains the candidate’s third-party dependency code rather
than the candidate itself, and the candidate should be excluded.

+ C3 (Evolutionary Relationships). Forks and project families are common in the open-source
ecosystem. For example, OpenSSL has spawned BoringSSL and LibreSSL, and the COIN-OR project
contains multiple subprojects sharing infrastructure code (e.g., coin-cbc, coin-cgl). Some relation-
ships are documented in project READMEs, descriptions, or repository metadata, which we extract
when building the database. When multiple candidates with evolutionary relationships appear
together, we compare the occurrence count of each candidate’s unique features in the binary. Here,
unique features refer to features that are exclusive to a candidate and not shared with related
libraries. For example, OpenSSL’s version string “OpenSSL 1.1.1k” does not appear in BoringSSL,
while BoringSSL’s distinctive BORINGSSL_* symbols do not appear in OpenSSL. We keep the candi-
date with significantly more matching unique features; if a candidate was already confirmed in
Step 1 via identity markers, its related candidates are excluded directly; if unique feature counts
are similar, we conservatively keep both to avoid incorrect exclusion.

+ C4 (Generic Features). Features vary greatly in their discriminative power. Some features
appear in nearly all libraries, such as common strings (“error”, “default”), ELF section names (. text,
.data), and common libc function names (malloc, free); matching such features provides no
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System Prompt

@ Task Description
“Given candidates and evidence, determine true positives..”

® Background Knowledge — §2.2
FP categories C1-C5: causes, description, examples. etc.

©® Evidence Definitions — §3.3.1
« Identity markers o Library metadata + Match distribution « Candidate comparison

® Verification Guidelines «— §3.3.2
« Step 1: Direct recognition  « Step 2: FP filtering (C1-C5)

® Output Schema
{decision, evidence_used, reasoning} for each candidate

® Few-shot Examples
Representative cases covering C1-C5, and unknown programs

Fig. 7. System prompt structure for LLM-based verification.

meaningful signal. Other features have clear library attribution, such as uuid_generate for libuuid
or SSL_connect for OpenSSL; matching such features reliably indicates the library’s presence. We
record the occurrence frequency of each feature in our database (how many libraries contain it).
The retrieval stage already filters out extremely high-frequency features (appearing in more than
100 libraries), but moderately frequent generic features may still pass through. During verification,
the LLM combines frequency statistics with the actual content of features to make judgments: if a
candidate’s matched features are all generic and lack other supporting evidence (such as identity
markers), it is excluded; otherwise, the candidate is kept.

« C5 (Similar Functionality). Some libraries, though completely independent in code, have
similar features because they implement the same standard or protocol. For example, OpenSSL
and mbedTLS both implement the TLS protocol, thus sharing protocol-related API names (e.g.,
SSL_read, SSL_write) and constants; multiple TTML subtitle libraries contain URLs defined in
W3C standards. Such candidates lack the queryable evolutionary relationships of C3; their feature
overlap stems from the standard definitions themselves. After the LLM identifies this pattern based
on feature content, it applies the same analysis logic as C3: comparing unique features of each
candidate to determine which library’s implementation is actually present in the binary.

3.3.3 LLM-Based Verification. The verification logic described in the previous section is executed
by an LLM. All evidence from Section 3.3.1 is collected programmatically before LLM invocation;
the LLM’s role is purely analytical, applying the two-step verification process to the provided
evidence. This separation ensures the LLM operates on grounded, verifiable information rather
than generating facts from pre-trained knowledge. We process all candidates for a binary in a single
invocation, allowing the LLM to reason about relationships between candidates (e.g., once OpenSSL
is confirmed, the LLM can immediately exclude its fork BoringSSL).

Prompt design. Our prompt design follows a principle: systematically encoding the methodology
presented in this paper into structured instructions. The prompt consists of a system prompt
containing fixed instructions and a user prompt containing per-binary evidence.

The system prompt (Figure 7) directly maps to the paper’s sections: @ Task Description specifies
the verification objective: given candidate libraries and evidence, determine which are true positives.
® Background Knowledge explains the five false positive categories C1-C5 (Section 2.2), enabling
the LLM to understand the problem structure. For each category, the prompt provides detailed
guidance: definition (what it is), cause (why it produces matches), detection method (how to identify
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Candidates Step 1 Step 2 Results
Direct Recognition FP Filtering
openssl openssl Candidate
domoticz domoticz () Confirmed
freeswitch freeswitch Excluded
bind bind

Fig. 8. Verification example for a binary containing mosquitto.

BLADE Output

Library: eclipse/mosquitto (MQTT broker and client library)

Evidence:

e Feature matches: 169 strings, 107 symbols matched with mosquitto

e Identity marker: “Mosquitto is free software”

o Identity symbols: 107 exported mosquitto_* functions

Analysis:

This binary contains the mosquitto library. The retrieval stage matched 169 strings and 107 symbols with mosquitto, indicating feature
similarity. The identity marker “Mosquitto is free software” and 107 exported mosquitto_x symbols confirm the library’s presence.

Fig. 9. Example of BLADE’s structured output with evidence and analysis trace.

it), positive and negative examples, and key decision rules. ® Evidence Definitions describe the
four evidence types and their formats (Section 3.3.1), explaining what information each provides
and how to interpret it. @ Verification Guidelines detail the two-step process (Section 3.3.2): direct
recognition via identity markers, followed by systematic checks against all five false positive
categories. @ Output Schema defines the expected JSON format for results. ® Few-shot Examples
demonstrate the expected analysis process with representative cases covering shared dependencies
(C2), evolutionary relationships (C3), generic features (C4), and unknown programs.

The user prompt contains only the current binary’s four types of evidence in structured format.
Placing fixed content in the system prompt and variable content in the user prompt not only ensures
instruction consistency but also enables LLM prompt caching to reduce inference costs.

Output format. For each candidate, the LLM outputs: a decision (accept or exclude), supporting
evidence or the applicable false positive category, and an analysis summary explaining the decision.

Verification example. Figure 8 illustrates the complete verification process. Consider analyzing
a binary that contains the mosquitto library, where the retrieval stage returns five candidates:
mosquitto, openssl, domoticz, freeswitch, and bind. In Step 1, we find exported symbols with
the mosquitto_ prefix (e.g., mosquitto_connect, mosquitto_publish)and identity markers such
as “Mosquitto is free software”, which directly confirm mosquitto. In Step 2, we check each
remaining candidate: openssl is excluded because it appears in the binary’s DT_NEEDED section,
indicating dynamic linking (C1); domoticz is excluded because its matches consist of generic
MQTT protocol terms shared with the confirmed mosquitto library (C5); freeswitch and bind
are excluded because their matches consist only of generic features like libc function names (C4).

Output example. Figure 9 shows example output for the mosquitto detection above. The
output includes the identified library, supporting evidence, and analysis trace. We also applied
additional engineering optimizations such as extracting version numbers from identified version
strings and optimizing output format for readability, which we omit here for brevity.
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Table 2. Dataset distribution across compilation configurations. TPLs column shows unique libraries per
configuration; Total shows unique count after deduplication.

Type Configuration Binaries TPLs Reuse Rel.
Main gee+x86_64 1,210 986 1,338
Variation clang+x86764 1,182 971 1,312
gec+arm 1,011 866 1,121
Total 3,403 1,016 3,771

4 Evaluation

We evaluate BLADE by addressing the following research questions:

e RQ1 (Effectiveness): How effective is BLADE compared to existing methods?

e RQ2 (Ablation): What is the contribution of each component?

¢ RQ3 (Generalization): Does BLADE generalize to unseen, proprietary binaries?
e RQ4 (Efficiency): How efficient and cost-effective is BLADE?

4.1 Setup

4.1.1 Baselines. To evaluate BLADE’s effectiveness, we select baselines from both academic litera-
ture and commercial practice, considering state-of-the-art methods, methodological diversity, and
industry adoption. We include four academic tools: BAT [12] (string-based, reimplemented based
on the paper), OSSPolice [10] (feature weighting, reproduced from public code), B2SFinder [43]
(multi-feature fusion, evaluated by the original authors on our dataset), and BinaryAI [14] (SOTA,
neural embedding-based, evaluated via official API). We also obtained evaluation access to two
commercial tools CT1 and CT2 (anonymized per vendor request). We also attempted to include
LibAM [17] and ModX [40]; however, LibAM exhausted memory on our largest available server
(256GB RAM) during database construction, and according to [17], it requires over 1TB RAM.
ModX’s implementation is not publicly released.

4.1.2  Dataset. Evaluating binary TPL detection requires a benchmark dataset with ground-truth
labels. However, existing baselines either do not release their datasets [10, 12, 14, 43] or lack
publicly available ground-truth labels [17]. Therefore, we constructed a new benchmark dataset.
Our dataset contains 3,403 binary files compiled from 1,085 C/C++ projects collected from
Conan and vepkg, covering 1,016 TPLs and 3,771 reuse relationships (binary-library pairs). We
chose Conan and vepkg because they are the most widely-used package managers in the C/C++
ecosystem, containing popular open-source libraries with complete dependency metadata and build
configurations. We prioritized projects with more than three TPL dependencies to ensure complexity
and representativeness. According to package manager metadata, these projects span 1,931 topic
labels including image processing, audio processing, and document compression, ensuring diversity.

Since real-world binaries may originate from different compilers and architectures, we compiled
each project under three settings to evaluate robustness: gcc+x86_64 (baseline), clang+x86_64
(compiler variation), and gcc+arm (architecture variation). All binaries were compiled with Release-
level optimization and stripped to simulate real-world deployment. As some projects failed to
compile under certain configurations, the number of binaries varies slightly across settings (Table 2).
After compilation, we extracted binaries from the bin and 1ib directories and removed duplicates.

Ground truth was derived primarily from package manager dependency metadata, following
established methodologies [10, 14, 43]. Conan and vepkg provide explicit dependency declarations
for each project, which we used as the primary source. We cross-validated this metadata against build
scripts, SBOM files (e.g., CMakeLists. txt), and license information. A reuse relationship is a (binary,
library) pair indicating that the binary contains code compiled from that library; since a single
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binary may include multiple TPLs, the number of reuse relationships exceeds the number of binaries.
Of the total 3,771 reuse relationships, 93.53% (3,527) were unambiguous based on package manager
metadata and build scripts, requiring no manual review. Two authors independently reviewed
the remaining 244 ambiguous cases (6.47%), which primarily involve binaries containing multiple
libraries. The initial agreement rate on these cases was 78.69% (192/244). The 52 disagreements
primarily involve two patterns: (1) a main library with embedded header-only dependencies, and
(2) sub-projects from the same ecosystem merged during the build process. All disagreements were
resolved through cross-validation against source code and build scripts.

4.1.3 TPL Corpus. Since baseline tools and BLADE both require pre-built TPL databases, we
constructed a TPL corpus for evaluation. We curated this corpus to reflect practical SCA scenarios,
where the primary goal is identifying libraries with potential security vulnerabilities. Following
prior work [14, 34], we started with popular GitHub projects (over 1,000 stars); however, many
high-star repositories are end products (e.g., games, operating systems) or learning projects rather
than reusable libraries, so we filtered these out. We then supplemented with libraries having known
CVEs from NVD, as these are critical targets for security-focused detection, and ensured coverage
of all TPLs appearing in our test dataset. After deduplication, our corpus contains 3,927 libraries,
covering widely-used libraries and those with security relevance. We built the database for BLADE
following Section 3, and for baselines following their respective methods.

4.1.4 Implementation. We implemented BLADE in Python. Experiments were conducted on a
workstation with Intel Core i9-13900K CPU and 32GB RAM. For the candidate retrieval stage
(Section 3.2), we set the common feature threshold N=100, minimum distinctive matches K=4, and
number of candidates n=10. We set N=100 to filter obviously common features while avoiding over-
filtering, as widely-reused libraries like zlib and OpenSSL have features appearing in many projects.
We set K=4 based on empirical testing to balance reducing noise while maintaining low matching
requirements. Top-10 candidates achieve near-maximum recall while keeping verification cost
manageable. For library metadata extraction (Section 3.3.1), we used Claude Code [3] with Claude
Opus 4.5 [4] and web search enabled to extract and summarize the codebase to generate library-side
metadata; this was performed offline during database construction. For candidate verification, we
evaluate four LLMs: GPT-5 (primary), GPT-5-mini (cost-reduced), GPT-4.1 (prior generation), and
gpt-oss-120b [20] (open-weight), covering different capability levels, model generations, open-
source availability, and reasoning support. We access gpt-oss-120b via OpenRouter [21] and the
others via OpenAT’s official APL. API temperature is fixed at 0 and random seed at 42.

4.1.5 Evaluation Metrics. We evaluate at the reuse relationship level: each (binary, library) pair in
the detection output is compared against the ground truth. A detected library is a True Positive
(TP) if it matches a library in the ground truth, a False Positive (FP) if it does not appear in the
ground truth, and a False Negative (FN) if a ground-truth library is missing from the output.
We compare based on library names only, ignoring version differences, and treat minor name
variations (e.g., “OpenSSL” vs “openssl”) as equivalent. We report Precision (P = TP/(TP + FP)),
Recall (R = TP/(TP + FN)), and F1-score (F1 = 2PR/(P + R)) computed from aggregated counts
across all test cases.

4.2 RQ1: Effectiveness

We evaluate all tools using the setup described above; Table 3 presents the results. In terms of
overall effectiveness, BLADE with GPT-5 achieves 93.74% recall, 97.60% precision, and 95.63%
F1-score, improving F1 by 41.83 points over BAT (the best baseline at 53.80%). Specifically, BLADE
improves recall by 36.09 points over BinaryAlI (the highest-recall baseline at 57.65%) and precision
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Table 3. Detection performance comparison across compilation configurations.

‘ Overall ‘ gee+x86_64 ‘ gee+arm ‘ clang+x86_64

Tool | R P F1 | R P F1 | R P F1 | R P F1
CT1 32.46 49.20 39.11 32.63 48.28 38.94 31.70 50.14 38.84 32.90 49.31 39.47
CT2 31.40 79.04 44.94 31.51 79.73 45.17 30.45 79.53 44.04 32.14 77.96 45.52
BAT 42.67 72.77 53.80 42.74 72.01 53.64 41.50 71.36 52.48 43.66 74.87 55.16
OSSPolice 22.89 28.54 25.40 21.78 26.58 23.94 23.69 31.52 27.05 23.36 28.20 25.55
B2SFinder 19.92 47.90 28.14 20.21 47.70 28.39 19.77 47.74 27.96 19.77 48.23 28.04
BinaryAl 57.65 46.19 51.29 57.41 46.40 51.32 56.81 45.22 50.36 58.63 46.80 52.05
BLADE-G5 93.74 97.60 95.63 93.65 97.66 95.61 93.67 97.58 95.59 93.90 97.55 95.69
BLADE-G5m 91.62 92.65 92.13 91.41 91.75 91.58 91.88 92.38 92.13 91.62 93.83 92.71
BLADE-G4.1 90.77 96.34 93.47 91.26 96.83 93.96 90.37 96.94 93.54 90.62 95.35 92.92
BLADE-OSS 91.00 91.94 91.47 91.27 91.75 91.51 90.75 91.66 91.20 90.95 92.39 91.66

R =Recall (%), P = Precision (%), F1 = F1-score (%). G5 = GPT-5, G5m = GPT-5-mini, G4.1 = GPT-4.1, OSS = gpt-o0ss-120b.

by 18.56 points over CT2 (the highest-precision baseline at 79.04%). In terms of robustness, the
results are consistent across all three compilation configurations (recall: 93.65%-93.90%, precision:
97.55%—97.66%), demonstrating stability under compiler and architecture variations. In terms of
LLM generalization, GPT-5-mini achieves 91.62% recall and 92.65% precision, GPT-4.1 (a previous-
generation model) achieves 90.77% recall and 96.34% precision, and gpt-oss-120b (an open-weight
model) achieves 91.00% recall and 91.94% precision. These results demonstrate that BLADE’s
effectiveness is not dependent on a specific high-end model, remains stable across model generations,
and supports open-source models for local deployment. Notably, both reasoning models (GPT-5,
GPT-5-mini, gpt-0ss-120b) and the instruct model (GPT-4.1) achieve strong performance, indicating
that BLADE is not restricted to reasoning models. Beyond overall accuracy, we also examined
whether the LLM genuinely follows our verification logic rather than making arbitrary decisions.
We analyzed the exclusion reasons across all 24,153 candidates: the LLM excluded 20,531 (85%)
using all five categories, with C4 (generic features) accounting for 46.80%, C2 (shared dependencies)
23.66%, C5 (similar functionality) 21.15%, C3 (evolutionary relationships) 5.84%, and C1 (dynamic
linking) 2.55%. This distribution shows that the LLM actively utilizes all five categories, with C4
being the most frequent, which aligns with the prevalence of generic features in binaries.

Comparison with baselines. We analyzed error cases from each tool to understand the root
causes of the performance gap. For false negatives, threshold-based methods (BAT, OSSPolice,
B2SFinder) tend to miss libraries when matched features are limited, reflecting the inherent precision-
recall trade-off in similarity-based approaches. BinaryAI’s false negatives may partly stem from
database coverage differences, although we selected popular libraries to minimize this factor. For
false positives, even though BinaryAl uses function semantic vectors and computes distances in
vector space, it fundamentally still relies on similarity comparison and exhibits systematic errors
across all five categories. For example, when analyzing the binary of 1ibaom (an AV1 codec library),
BinaryAl reported ffmpeg (an upstream framework that depends on libaom, C2), 1ibvpx (the VP9
codec with shared architectural heritage, C3), and dav1d (a competing implementation of the AV1
standard, C5) as false positives. BLADE correctly identifies only 1ibaom: identity markers such as
version strings (“AOMedia Project AV1 Decoder v3.8.0”) and 72 exported aom_* symbols confirm
its presence, while the other candidates are excluded in the false positive filtering step. These
cases demonstrate that similarity-based methods fundamentally cannot distinguish the five false
positive categories. BLADE addresses these limitations: relaxed retrieval (requiring only 4 matched
features and selecting top-10 candidates) reduces false negatives, while evidence-based verification
identifies and excludes C1-C5 false positives.

False negative analysis. BLADE produces 236 false negatives. We identified three primary
sources, accounting for 222 cases (94%). First, 182 cases are not retrieved because these libraries leave
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few matchable features after compilation (e.g., small utilities with limited code). This is a common
limitation for feature-based detection approaches. Second, 25 cases enter the candidate set but are
incorrectly excluded: these libraries match some features but lack identity markers (e.g., version
strings, copyright notices), and their matched features overlap with other candidates without
unique distinguishing features, causing the verifier to classify them as coincidental matches. Third,
15 cases involve interface-compatible or aliased libraries (C3/C5 categories): when multiple libraries
provide alternative functionality, BLADE selects one but chooses incorrectly. This ambiguity also
causes some false positives.

False positive analysis. BLADE produces 87 false positives. We identified two primary sources,
accounting for 81 cases (93%). First, 46 cases involve C3/C5 category library ambiguity: some result
from incorrect selection among functionally equivalent or naming-variant libraries (corresponding
to the third category of false negatives above); others stem from our design choice to report all
candidates when their features cannot be clearly distinguished, preferring false positives over false
negatives to avoid missing potentially vulnerable libraries (see Section 3.3). This is reasonable for
downstream applications targeting vulnerability detection. Second, 35 cases involve C2 transitive
dependency misjudgment: a library does not enter the candidate set, but another library that
depends on it does, and the LLM cannot determine whether the matched features originate from the
main library itself or from its dependencies, incorrectly reporting the dependency. This commonly
occurs when developers copy dependency code into their projects rather than using package
managers. For example, fmtlog embeds the tscns implementation in its header file with only a
single-line comment [23], causing BLADE to incorrectly report tscns when detecting fmtlog.

Answer to RQ1: (1) BLADE achieves 93.74% recall and 97.60% precision, outperforming
all baselines across all metrics. (2) Performance remains stable across compilers and archi-
tectures. (3) The approach generalizes across models with varying capability, reasoning
type, and open-source availability (all achieving >91% F1).

4.3 RQ2: Ablation Study

BLADE introduces three key design choices over traditional similarity-based methods: @ a two-stage
architecture that separates candidate retrieval from verification; @ structured evidence that collects
identity markers, library metadata, and feature relationships; and ® category-guided verification
that systematically analyzes candidates against the five false positive categories (C1-C5).

To evaluate each contribution, we design three corresponding ablation experiments: @ w/o
Verification removes the verification stage entirely and outputs top-10 retrieval results directly,
testing whether verification improves over retrieval alone; @ w/o Structured Evidence provides
the LLM with only candidate names, matched feature counts, and examples (no identity markers,
metadata, or feature relationships), testing whether structured evidence grounds LLM judgments;
® w/o Category-Guided Verification provides full evidence but uses a simplified prompt that
retains only the task description and output format, excluding the background knowledge and
verification guidelines from Figure 7, testing whether systematic reasoning improves accuracy.

Table 4 presents the results. @ Removing the verification stage makes the system rely entirely
on feature-matching retrieval. As shown in Figure 10, as n increases from 1 to 100, recall improves
from 67.36% to 96.66% and plateaus, while precision drops sharply from 75.08% to 1.82%. We
choose n=10 as the balance point, achieving 94.14% recall (Table 4). However, precision is only
12.73%. After verification, precision improves to 92.65%, a gain of 79.92 percentage points. This
demonstrates that verification is essential for filtering false positives. ® Removing structured
evidence forces the LLM to rely only on candidate names and match counts. As shown in Table 4,
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Fig. 10. Retrieval-only performance with varying n (number of candidates).

Table 4. Ablation study results (GPT-5-mini). Table 5. Generalization Results (GPT-5).
Configuration R P F1 Tool R P F1
BLADE-G5m 91.62  92.65 92.13 BAT 3493 4215 3820

- OSSPolice  19.86  37.66  26.01
w/o Verification 94.147  12.73]  2243] BoSFinder  19.86 5472  29.14

w/o Structured Evidence 83.45] 73.44] 7813

BinaryAl 51.37 66.96 58.14
w/o Category-Guided Verification ~ 92.127  81.63]  86.56] Y

BLADE 90.81 96.98 93.79

both recall and precision drop significantly (R: 83.45%, P: 73.44%, F1: 78.13%), with F1 decreasing
by 14.00 points. This demonstrates that structured evidence is essential for accurate identification.
® Removing category-guided verification causes recall to slightly increase (92.12%) but precision to
drop by 11 points (81.63%), resulting in F1 decreasing by 5.57 points to 86.56%. The recall increase
occurs because without systematic C1-C5 exclusion guidance, the LLM becomes more conservative
and excludes fewer candidates, but this also retains more false positives. This demonstrates that
category-guided verification primarily helps the LLM correctly exclude false positives.

Answer to RQ2: All three components contribute significantly: @ verification improves
precision by 79.92 points over retrieval alone; @ structured evidence improves F1 by 14.00
points by grounding LLM judgments; ® category-guided verification improves F1 by 5.57
points through systematic analysis.

4.4 RQ3: Generalization

RQ1 and RQ2 are evaluated on open-source projects. To verify whether BLADE generalizes to
unseen proprietary software, we obtained a real-world test case from a commercial in-vehicle
platform’s OTA (Over-The-Air) update package through our industry partner; after extraction, we
obtained 277 binary files (average size: 1.8MB). This test case has never been publicly released;
therefore, neither the binaries nor their TPL usage could appear in any LLM’s training data. We
established ground truth with the vendor’s engineers based on their source code, identifying 283
TPL reuse relationships. Table 5 presents the results of BLADE and baseline tools. Due to data
confidentiality requirements from our industry partner, commercial tools (CT1, CT2) were not
permitted to analyze these proprietary binaries and are excluded from this comparison.

BLADE achieves 93.79% F1-score on this proprietary dataset, with 90.81% recall and 96.98%
precision. Compared to the open-source benchmark, both metrics remain stable (F1 differs by only
1.84 percentage points), indicating that BLADE generalizes to unseen software ecosystems, with
effectiveness stemming from evidence-based verification rather than memorization.
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Table 6. Efficiency comparison (seconds per binary). (1) = single-thread; (100) = 100-thread.

CT1 CT2 BAT OSSPolice B2SFinder BinaryAl —BLADE (1) BLADE (100)

171 0.03  0.80 32.70 288.16 16.84 58.78 0.64

Answer to RQ3: BLADE achieves consistent performance (93.79% F1) on a proprietary
system unseen during training, demonstrating cross-dataset stability and genuine reason-
ing rather than memorization.

4.5 RQA4: Efficiency

To evaluate BLADE’s efficiency, scalability, and cost, we recorded the analysis time for each binary
and calculated average costs; Table 6 presents the results. In terms of time, BLADE averages 58.78
seconds per binary in single-threaded mode, with candidate retrieval taking only 0.18 seconds
and the remaining time spent on verification. While this is slower than pure feature-matching
methods such as BAT, it remains significantly faster than approaches that require decompilation
(e.g., B2SFinder) or rely on reverse engineering tools such as IDA Pro. In terms of scalability, since
the analysis bottleneck lies in waiting for API responses rather than local computation, BLADE can
fully leverage parallelism: with 100-thread concurrency, wall-clock time drops to 0.64 seconds per
binary (92X speedup), processing all 3,403 files in just 36 minutes. In terms of cost, using GPT-5
averages $0.0378 per binary; using GPT-5-mini reduces this to $0.0074 (approximately one-fifth of
GPT-5), while still achieving 92.13% F1. Additionally, approximately 76% of input tokens benefit
from prompt caching, further reducing actual costs. This cost is far lower than manual analysis,
making automated evidence-based verification economically viable at scale.

In addition to the per-binary analysis cost above, BLADE requires a one-time offline preprocessing
step for library metadata extraction (Section 3.3.1). For our corpus of 3,927 libraries, the average
extraction time per library is approximately 83 seconds, and the average cost is approximately $0.34
per library. Repository size has minimal impact on cost; for example, zlib (6.3MB) costs $0.27 and
OpenSSL (198MB) costs $0.31. The total preprocessing cost for the entire corpus is approximately
$1,335. Using 5% concurrency, the total extraction time is approximately 18 hours. Since this is a
one-time cost during database construction and the resulting metadata can be reused across all
subsequent analyses, it does not affect per-binary analysis efficiency.

Answer to RQ4: BLADE is efficient and cost-effective. With 100-thread concurrency, it
processes each binary in 0.64 seconds. Using GPT-5 costs $0.0378 per binary (95.63% F1);
using GPT-5-mini reduces cost to $0.0074 while maintaining 92.13% F1.

5 Threats to Validity

Ground truth labeling. Our ground truth is based on manual annotation, which may contain
omissions or errors. To mitigate this, we follow established methodologies from prior work [10, 14,
43] by cross-referencing multiple sources: package manager dependency metadata, build scripts,
SBOM files, and license files. Two authors independently labeled the dataset, with disagreements
resolved through discussion until consensus was reached.

LLM hallucination. LLMs may generate incorrect conclusions unrelated to the input evidence.
Our design mitigates this risk through several mechanisms: First, the LLM does not directly identify
TPLs; instead, it verifies candidates produced by the retrieval stage (based on string and symbol
matching). Second, all reasoning must be grounded on the four types of structured evidence we
collect programmatically (identity markers from binaries, library metadata, match distribution, and
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candidate comparison), rather than relying on the LLM’s pre-trained knowledge. Third, each result
includes evidence and reasoning traces, ensuring traceability.

Data leakage. The LLM’s pre-training data may contain information about open-source libraries.
We examine this risk from both architectural design and empirical evaluation. Architecturally, the
LLM does not access raw binary content and cannot propose candidate libraries on its own; it verifies
candidates produced by the retrieval stage based on programmatically collected structured evidence.
The ablation experiment (w/o Structured Evidence) shows that when evidence is removed and the
LLM judges solely from candidate names and match counts, F1 drops by 14.00 points (Table 4),
indicating that evidence is the primary basis for its judgments. Additionally, RQ3 evaluates on 277
proprietary binaries that have never been publicly released, and the results consistent with the
open-source benchmark (F1 differs by only 1.84 percentage points) indicate that performance does
not depend on memorization of specific software.

Reproducibility and LLM dependency. BLADE relies on LLM APIs for candidate verification,
raising concerns about long-term reproducibility as commercial models may be updated or depre-
cated. We address this from three perspectives. First, BLADE is architecturally LLM-agnostic: it
constrains the LLM to verify candidates over programmatically collected structured evidence, with
no model-specific fine-tuning or prompt engineering. As shown in Table 3, four LLMs spanning
different capability levels, model generations, and open-source availability all achieve >91% F1,
confirming that performance is not tied to any single model. Second, we evaluate gpt-oss-120b [20],
an open-weight model deployable locally without commercial API dependency, which achieves
91.47% F1. This ensures independent replication remains feasible even if specific commercial APIs
change. Third, we open-source our replication package to enable researchers to reproduce and
extend results with any compatible LLM.

Dataset representativeness. Our evaluation dataset may not represent all scenarios. To mitigate
this, we collected 1,085 projects from the most widely-used C/C++ package managers (Conan and
vepkg), yielding 3,403 binaries covering 1,016 TPLs across 1,931 topic labels (e.g., image processing,
audio processing, document compression) to ensure diversity. Additionally, we compiled binaries
with different compilers (gcc/clang) and architectures (x86/ARM) in release mode with stripped
symbols to simulate real-world deployment.

6 Related Work

Binary TPL Detection for C/C++. Existing approaches can be broadly divided into two cate-
gories based on their feature extraction sources: Binary-to-Binary (B2B) and Binary-to-Source
(B2S) methods. B2B techniques, represented by works such as LibDX [28], LibDB [29], LibAM [17],
and ModX [40], directly extract features from TPL binaries but suffer from poor scalability, as
maintaining binary collections across versions, architectures, and compilation configurations is
infeasible. To overcome these issues, research has shifted toward B2S approaches, which construct
databases from source code and thus offer better scalability, but face the fundamental challenge
that compilation and optimization significantly alter features. Within B2S approaches, there has
been a clear evolution in feature sophistication: early B2S works such as BAT [12], OSSPolice [10],
and B2SFinder [43] relied on strings and function names, which were often too sparse and led
to missed detections; later studies incorporated structural features such as Control Flow Graphs,
which enriched representations but remained limited by the effectiveness of graph similarity
techniques; most recently, BinaryAl [14] has advanced toward semantic-based detection by com-
paring decompiled pseudo-code embeddings with source embeddings, reflecting a trend from
string-based to structural to semantic feature matching. Other works have explored learning-based
matching, including neural networks for order-aware instruction matching [41], cross-modal re-
trieval between binary and source [42], and fingerprint-based detection [34, 46]. Separately, version
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identification [9, 13, 45] assumes TPL detection is complete and focuses on distinguishing library
versions, which is a downstream task of our work. Despite these advances, all existing approaches
remain within the feature matching paradigm. By contrast, our work reformulates TPL detection as
evidence-based candidate verification, retrieving candidates broadly to ensure recall, then analyzing
multi-source evidence to filter false positives through targeted verification.

Source Code TPL Detection for C/C++. Code clone detection is the foundational technique
underlying source code TPL detection, with extensive research establishing various methods
for identifying duplicated or similar code fragments [1, 5, 24, 25]. Building on these techniques,
several approaches have been proposed to detect third-party library reuse at the source code
level. CENTRIS [33] employs code clone mapping to identify modified open-source software
reuse, matching code segments between a target project and known libraries to pinpoint reused
components even when they have been partially modified. OSSFP [34] improves detection accuracy
by selecting fingerprinting functions, which are functions distinctive to a particular library, to
serve as reliable indicators of library presence. Tang et al. [30] take a lighter-weight approach,
proposing a simple name-mapping strategy to identify library dependencies in the C/C++ ecosystem
and conducting a large-scale empirical study on TPL usage patterns. However, these source-level
techniques are inherently incompatible with binary TPL detection scenarios, where source code
is unavailable and compilation fundamentally transforms code structure and control flow. The
features they rely on, such as source-level code clones and syntactic patterns, are largely lost or
obfuscated during compilation, making them inapplicable to binary analysis settings.

LLMs in Program Analysis. LLM applications in program analysis fall into two categories [37]: 1)
LLMs as analysis components, integrating LLMs into frameworks for vulnerability detection [27],
penetration testing [8], and malware analysis [11, 16, 18]; 2) domain adaptation, fine-tuning or
prompting models for tasks like fault localization [38], program repair [36], binary authorship anal-
ysis [26], vulnerability detection [6, 32, 44], and fuzzing [35, 39]. These approaches predominantly
use LLMs for pattern recognition (embedding generation, classification, similarity matching). In
contrast, our work leverages LLMs for multi-step reasoning over structured evidence to verify
candidate libraries, combining automated evidence collection with LLM analysis capabilities.

7 Conclusion

We presented BLADE, which reframes binary TPL detection as evidence-based candidate verification.
Rather than relying on similarity scores, BLADE retrieves candidates broadly and verifies them
through a two-stage process: confirming with identity markers, then filtering against five false
positive patterns (C1-C5). Evaluation on the largest C/C++ binary TPL benchmark (3,403 binaries,
1,016 libraries) shows BLADE achieves 95.63% F1-score, improving over the best baseline by 41.83
points, with consistent results across compilers, architectures, and LLM backends. With 100-thread
concurrency, BLADE processes each binary in 0.64 seconds at $0.0378.

8 Data Availability
Source code of BLADE and evaluation data is available at: https://github.com/OpenBinarySCA/blade.
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